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1. Introduction
More and more research and manufacturing processes in the life science industry use electronic devices, computerized systems and specific software.
The European Union has therefore formulated
Annex 11, an interpretation guide to the Good
Manufacturing Practice (GMP) guidelines (EudraLex The Rules Governing Medicinal Products
in the European Union, Volume 4). In combination with Chapter 4 – Documentation of EudraLex
Volume 4, Annex 11 is the equivalent of 21 CFR
Part 11 by the FDA. It defines the requirements
for computerised systems and software in a GMP
regulated environment.

The software eve® is a record keeping system used
for process control and analysis. Moreover, several features are integrated in eve® to support the
customer in achieving compliance in combination
with a commercial solution for electronic signatures. Batch related eve® reports contain the required information and can be used for the creation
of electronic records, which can be signed electronically.

The regulations describe and require three types
of control: administrative, technological, and procedural controls. In consequence, no instrument
or software based system alone can be compliant. The technological controls are within the remit of the software system whereas procedural
and administrative controls are the concern of the
customers. It is the responsibility of the customer
to comply with all applicable regulatory requirements, but INFORS HT supports the customer
in reducing validation effort for the bioprocess
software eve®.

2. Overview of Annex 11 requirements

The present document is divided into three subparts:
• Overview of the requirements of Annex 11
• Functionalities implemented in eve® that are
related to the requirements
•
Detailed evaluation of the software eve®
Acceptance criteria of electronic records and electronic signatures as equivalent to paper records
and handwritten signatures are formulated taking The document refers to and is only valid for eve®
into account the risk of manipulation or falsificati- installations including the User Management & Reon, which could affect the manufactured product. porting functionalities (version 1.95 and higher).
It is established that the use of a computerised sys- Infors AG offers professional support concerning
tem should result in no decrease of product quali- system requirements and software configurations
ty, process control and quality assurance. Electro- required to achieve compliance with EudraLex
nic records must always be accurate, reliable, and Annex 11.
complete, and changes should be traceable.

Annex 11, Principle states: “Where a computerised
system replaces a manual operation, there should
be no resultant decrease of product quality, process control or quality assurance. There should be
no increase in the overall risk of the process.” The
guideline addresses challenges related to the use
of computerised systems in GMP relevant processes on the basis of a life cycle and risk assessment
approach. The following table presents the most
important topics addressed.
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Requirement

Description

Life Cycle and Validation

GMP relevant computerised systems
must be validated throughout their
life cycle using a risk-based approach.
Validation must be documented appropriately.
The system’s functionalities must be
documented appropriately throughout
its life cycle. GMP compliance and continuous validation are assured by periodic evaluation.

Personnel, Suppliers and
Service Providers

Persons who develop, maintain, or use
computerised systems must have the
qualification, level of access, and defined responsibilities to perform their
assigned tasks.
A formal agreement clarifying responsibilities is needed if third parties are involved in any work on a computerised
system.

Data, Reproducibility,
Accuracy, Availability and
Storage

All user entries and actions that create, modify, or delete electronic records
must be logged in a secure, computer-generated, time-stamped audit trail.

Security

Access to electronic records must be limited to authorised and qualified users.
Security level depends on the criticality
of the system.

Change and Incident
Management

A change and configuration management and an incident management have
to be installed to control changes made
to the system after initial validation
and cover all incidents and appropriate
corrective and preventive actions.

Electronic Signatures

Electronic signatures can be used. They
need to be legally binding and equivalent of the signer’s handwritten signature, must be permanently linked to the
respective record and must include the
required information (e.g. date, time,
reason of signing). Falsification of electronic signatures must be prevented by
the system.

Batch Release

Batch release is restricted to qualified
users and should imply the use of an
electronic signature.

Business Continuity

Based on the risk assessment, an
appropriate, tested alternative arrangement in case of system breakdown
must exist and should be documented.
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3.1 Access control and security
Access to eve® is controlled by a combination of
user ID and password which is unique for each
user. The system does not allow the creation of
an account with an existing user ID. Once an
account has been created, it can only be deactivated, not completely deleted, thus preventing the
reuse of user IDs.
Several security relevant features are configurable
in eve® as shown in the graphic below.

Data must always be accurate and reliable. The system must allow the storage, protection, and availability of data
during the required retention period.
Electronic records must be reproducible
in both human readable and electronic
form.
Data archiving requirements include
data integrity, accessibility and readability checks.

Audit Trail

3. eve® functionalities related to
the requirements

Figure 1: Screenshot from eve® (v 1.95) showing the menu SETTINGS: GLOBAL: SYSTEM

(1) Activation of automatic user log-off allows the
automatic log-off of any user after a configurable
period of inactivity. With this feature activated,
every user is logged off from the software after a
defined time of inactivity preventing that a person
other than the genuine owner can use a specific
account.
(2) Activation of complete lockout from the software after a configurable number of failed logins
(due to incorrect password) prevents unauthorized access.
(3) The restriction to specific IP addresses is used
to control who can execute changes within a
batch.
(4) Password aging ensures that users are forced
to change their passwords regularly after a configurable period (5 Password generations).
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(5) High security password settings can be
activated:
• at least 8 characters,
• at least one upper and one lower case
character,
• at least one non-alpha numerical or numerical
character.

The audit trail comprises entries in the following
categories:

• "EVENT TIME": the date and time of the
logged action
• "USER": the user ID of the (logged) user
responsible for this action
• "EVENT TYPE": what kind of action the user
has executed (see details in table)
3.2 User Management
• "ACTION: detailed description of the action if
Each user must be assigned one of the six roles
required (old and new value),
with a distinct set of rights to use functionalities.
The separation of operational and administrative/ • "PROJECT", EXPERIMENT", "BATCH":
the project  / experiment / batch associated to
security rights can be achieved with the different
the action
roles included (see table below).
• "DEVICE", "UNIT" : the device or unit
concerned by the action
Role
Rights
• "IP ADDRESS": the address of the device, the
System Administrator
• User administration
action was executed from
• Equipment management
• License management
• Configure software settings
• Backup and restore
Manager

• User administration
• Equipment management
• License management
• Configure software settings

The categories "ACTION", "PROJECT","EXPERIMENT","BATCH","UNIT" and "DEVICE" can be
empty according to the related user action. The
audit trail report (after export includes a table with
the user names, roles and statuses of all registered
users current as of the date of the report.

• Plan and start batches
• Monitor and control batches
• Backup and restore
User

• Plan and start batches
• Monitor and control batches
• Extensive editing options

Technician

• Plan and start batches
• Monitor and control batches
• Restrictions concerning editing and
deleting options

Operator

• Start batches
• Monitor and control batches

Guest

• Monitor batches
• Audit Trail access
(e.g. for inspections)

3.3 Audit Trail
The audit trail cannot be turned off and is always
accessible within the software. The user interface does not allow any manipulations of the audit
trail. All user management and batch related user
actions are logged with date and time stamp. The
time is synchronized with the windows server automatically and cannot be manipulated by the user
within the software.

3.4 Archive / Backup
For secure storage and for restoring, a backup function is implemented in eve®.
Backups can be created at any time if no batch is
running.
The system can be restored with previously created
backup files at any time. This action will overwrite
all data in the database at the moment of restoring.
Different warnings are appearing within the software during the backup process, but the customer
has to install procedures to prevent loss of data,
and electronic records associated with the restore
process.
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Figure 2: Screenshot from eve® (v 1.98) showing the audit trail.

FIgure 3: Screenshot of the “User Management” table from an audit trail report created with eve® (v 1.95).“

4. Detailed evaluation of the
requirements for eve®
In the "Declaration of Regulatory Conformity" –
available as part of software validation – the responses by eve® to the requirements of Annex 11
are evaluated point by point. The original guideline
text is related to statements about the technical
compatibility of eve® based on software functionalities. Additionally, recommendations are provided
concerning procedural and administrative controls
to achieve compliance. An example can be found
below for Annex 11, Section 9 – Audit Trails:
Figure 4: Extract of the "Declaration of Regulatory Conformity".
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Summary

The bioprocess platform software eve® is technically compatible with the requirements of Annex
11. Validation documentation and services are offered by INFORS HT to support the customer to be
compliant with the guideline.
Electronic signatures are not supported by eve® at
the moment. However, achieving compliance with
the guidelines is supported by several features of
the software. In combination with a commercial
solution for electronic signatures, compliance can
easily be achieved.
This White Paper refers to eve® versions 1.95 and
1.98.
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